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Background

The Common Access Card or CAC, is the identify-proofed solution, NOAA and GFDL will use in response the the HSPD-12 directive
set forth in the mid 2000's. GFDL CAC holders will use their CAC to authentic against GFDL Cyber Assets, which include, but not
limited to, computers, servers, websites and any other material or equipment deemed sensitive or enforce by IT Security per policy.

Current CAC Posture

= CAC is not enforced on the GFDL workstations but it is encouraged to be used instead of username and password.

= CAC is not enforced in the R&D HPCS program but it is encouraged that users try accessing Gaea and Analysis from their GFDL
Linux workstations, per the instructions below

= Technical Services is still developing the documentation and getting the licenses for home use of the Tectia Client.

= RSA and Username/Password are all still intact and nothing there has changed.

= We currently have 2 login infrastructures for authentication on both the GFDL side and R&D HPCS.

Implementation

The GFDL Account is supported by Active Directory. This system provides a trusted network to login with either your username and
password or CAC and PIN. All systems that are part of the GFDL Active Directory domain (GFDL-NOAA) are enrolled and trusted.
This trust is maintained with certificates. GFDL notebooks, desktops and websites (where GFDL-NOAA is specified) utilize this
credential. Sometimes referred to your network password. For externally connecting into GFDL, Tectia is the product being used. When
using a CAC to connect from home, or an external device, you will ssh to a CAC bastion. RSA users will continue to ssh to the RSA
bastion known as ssh.gfdl.noaa.gov. Exact methods for logging in will be available below.

Why is CAC more secure?

The DoD issued CAC was chosen to meet HSPD-12 and the DoC's CITR-008 because of it's preexisting and vetted infrastructure. This
smartcard qualifies as a Level of Assurance (LOA) 4 device. We are most familiar with RSA tokens at GFDL which are only an LOA-2
device. An LOA-4 device not only is 2-factor but also identifies the individual that it is assigned to. The card itself has an integrated
circuit chip (ICC) that stores over a hundred KB of data. Each card contains two certificates. The Public Key Infrastructure (PKI)
certificate enables users to digital sign documents and establish secure connections. These cards are resistant against brute force attacks
because the PIN locks after 3 unsuccessful authentication attempts. The only way to reinstate the PIN is to physically visit a RAPIDS



site where a trained admin can identify you via ID and finger prints. This is more secure than the RSA tokens which automatically
unlock after 15 minutes.

Who can use CAC

Right now, only users who have been issued a DoD CAC and who do not use a Mac can use their CAC for accessing portions of the
GFDL IT infrastructure and the R&D HPC systems. Mac users will continue to use their normal way of access (RSA) until a CAC
solution is ready.

Where is CAC enforced?

CAC is currently not enforced anywhere. For the GFDL workstations, it is extremely encouraged that you use your CAC but a technical
control will not be put into place until all the issues are corrected. We do expect CAC to be enforced later this year for local login and
remote connections. Users who have a CAC and are identified as not using a Mac for remote access will have their RSA tokens turned
off and collected. That will not happen until major bugs are identified, corrected and our CAC infrastructure is hardened.

How to log into my Linux Workstation with CAC, locally

= insert your CAC into the CAC reader at your workstation while completely logged out. A light on the reader should blink. Some
readers are imbedded into the keyboard.
= [fyou do not have a reader or are unsure where it is, please call Operations or open a help desk ticket

= [fyou account is configured to reference your account, the login prompt for your workstation should change to your CAC
identification sequence and ask for you PIN.
= [f this does not work, open a help desk ticket.

= Enter your CAC PIN and click enter
= You should be logged in now
= [f this does not work, open a help desk ticket.

= [fyou use Gnome, when you pull out your CAC the screen will lock. If you use KDE, it will not lock at this point in time because
it's broken.
= Always lock or logout when leaving your worsktation
= When you return to your workstation, insert your card and authenticate with your PIN again.
= Everything about your session should remain the same, as it would if you logged in with your username and password.
= [fit does not, open a help desk ticket.

How to log into Gaea and Analysis from a GFDL Linux Workstation

= Connection can only be done with CAC if you are physically at the workstation
= Make sure CAC is inserted to the workstation CAC reader (hopefully you used this to log into the workstation)
= [fyou do not have a reader or are unsure where it is, please call Operations or open a help desk ticket

= Open a new terminal on your workstation
= For first time connecting, you much configure a new ssh broker file (similar to .ssh/config), we have a script to do this for you
= Run the command setup-CAC

] = Your default configuration is now setup with the Tectia Client
= You can now connect to Gaea and Analysis

= Run the command sshg3 gaea (to connect to Gaea). When prompted for passphrase, enter your CAC PIN.
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PN ops0l:shomes jlb> sshgd gaea
Hozt key for the host "bastion-gaea.princeton.rdhpocs.noasa,.gov” not found from databaze,

The fingerprint of the host public key iz
Babble: "xofic-gecik-kycoz-guvyc—nazob-buhyk-cufom—gabiz-mesuz-ricyc—nuxyx"
RFC471E: "71:67:51:FeieliOf t6fidetic? 321 16:6bid3 i fd: 72 af"

You can get a public key's fingerprint by running
% =sh-keygen-g3 -F publickey,pub
on the key file,

Pleaze zelect how you want to proceed,
cancel) Cancel the connection,
once) Proceed with the connection but do not save the key,
zave) Proceed with the connection and save the key for future use,
Please =select one (cancel, once, savel: once™H"H™H
Irnvalid =election,
Fleaze select one (cancel, ohce, save): save

o WARHING!

Thiz iz a United States Government computer system, which may be
accessed and used only for official Government business by authorized
personnel, Unauthorized access or use of this computer system may
zubject violators to criminal, civil, andfor administrative action,

All information on this computer system may be intercepted, recorded,
read, copied, and dizclosed by and to authorized personnel for
official purposes, including criminal inwvestigationz, Access or use
of this computer system by any perzon, whether authorized or
unauthorized, constitutes conzent to these termsz.,
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Token label: BOWERS,JUSTIM,LEWIS,1386554702
Manufacturer:
Pazzphraze for the private key:
warning: Failed to bind address 127,0,0,1:31165: 'Address already in use', # Local tunnel from port 31165 to localhost:31165 failed,
Authentication successful,
Welcome to the MOAA RDHPCS Infrastructure system
basztion-gaea.princeton.rdhpos.noaa,gov
running Cent0S 6,8 x86_64 on & Red Hat EVH

This system haz the following roles:
CAC Bastion YM server
id: cannot find name for group ID SO0

Welcome to the MOAA RDHPCS,

Attempting to renew your proxy certificate,,.Proxy certificate renewed,
Proxy certificate has 720200200 (30,0 dauys) left,

Wlelcome to bastion-gaea,princeton,rdhpes, ioas, goy
Gateway to gaea,ncrc,gov and other points beyond

HASHI (02292830}

The Gaea destinations ares

Hozthame lezcription
gaea gaea head nodes
gaeall c3 head node
gaeall c3 head node
gagals 3 head node
gaeals c4 head node
gaeald c4 head node
gaead c3 head node

4 You will now be connected to OneMOAA RDHPCS: Gaea (CMRS/AMCRC) system,
To select a specific hozt, hit “C within 5 seconds,

Local port 31165 forwarded to remote host.

Remote port 2116% forwarded to local host.

For port forwarding instructions. see
http:sfwiki,gfdl ,noaa, govd index, php/Login

44 gaeall x>
MOTICE TO USERS

This is a Federal computer system and is the property of the United
States Govermment, It is for authorized use only, Users (authorized or
unauthorized) have no explicit or implicit expectation of priwvacy.

Any or all uszes of this system and all files on thiz system may be
intercepted, monitored. recorded, copied, audited, inspected, and
dizclozed to authorized site, Department of Energy, and law enforcement
perzonnel, as well as authorized officials of other agencies, both
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interception, monitoring, recording, copying, auditing, inspection, and
dizclosure at the discretion of authorized zite or Department of Energy
personnel ,

Unhauthorized or improper wse of thiz system may result in adwinistrative
dizciplinary action and civil and criminal penalties, By continuing to
uze thiz system you indicate your awarenesz of and consent to these
terms and conditions of wse, LOG OFF IMMEDIATELY if you do not agree to
the conditions stated in thiz warning,

LR S B 2 HE SRS AR SRR
B Saka hEs LR Erestifia a B

< gasall »x»
Lazt loging Sun Sep 11 20:14:42 2016 from gaea,princeton,rdhpcs,hoaa, goy
homel Justin, Bowers> xclock
Error: Can't open display:
homels Justin,Bowers> echo $DISPLAY
= DISPLAY: Undefined wariable,
homel # Justin, Bowers>

= Run the command sshg3 analysis (to connect to Analysis). When prompted for passphrase, enter your CAC PIN.

I opzlishomes j1BF ashogd analyzis
e Saved key for the host "bastion-analysis,princeton,rdhpcs,nosa,gov” does not match,

22
B@ WARMIMG: SERVER HOST IDEMTIFICATION HAS CHAMGED!
E[E]

There are many poszible reaszons for this:

1. The administrator of the remote host computer has changed the host key,

2, The remote hozt computer is part of a zerver cluster,

3, SOMEOME COULD BE EAWESOROPPING OM ¥0OU RIGHT NOW (man—in-the-middle attack)!

It iz HOT RECOMMEMDED to connect to the remote host computer until you have
contacted the system adminiztrator and found out why the host identification
haz changed,

The fingerprint of the hozt public key is:
"xuriz-huzuf-sonih-gokaz-dagen-zusyz—fosit-marup-zuvep-lumag-sixyx"

You can get a public key's fingerprint by running following command
% zsh-keygen-g3 -F publickey,pub
on the key file, You should check the walidity of the host key ASAP,

If you choosze to continue the connection without saving the changed
key, the following steps will be taken to enszure your privacy:
- Agent forwarding iz disabled to avoid attacks by corrupted servers,
- ¥11 forwarding iz disabled to awoid attacks by corrupted servers,
If you are not absolutely sure about what you are doing. choose cancel
and contact the administrator of the server zystem.

Please zelect how you want to proceed,
cancel) Cancel the connection,
once,) Proceed with the connection but do not save the new host key,
zave) Proceed with the connection and replace the host key(s) in the
database,
new) Proceed with the comnection and add the host key as an alternate
identification,
Flease select one (cancel, once, save, newl: new

# LWARMING!

This is a United States Government computer system, which may be
accessed and used only for official Government business by authorized
perzonnel, Unauthorized access or use of thiz computer system may
zubject violators to criminal, civil, andfor adminiztrative action,

ALl information on this computer system may be intercepted, recorded.
read, copied. and disclosed by and to authorized perzonnel for
official purposes,. including criminal investigations, Access or use
of thiz computer system by any perzon, whether authorized or
unauthorized, constitutes consent to these terms,
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Authentication successful,

Welcome to the MWOAA RDHPCS Infrastructure system
bastion-analysi=,princeton,rdhpcs, noaa, gow

running Cent0S 6,8 xB6_E64 on & Red Hat EVM

Thiz system haz the following roles:
CAC Bastion VM server

Welcome to the MOAA ROHPCS,

Attempting to renew your proxy certificate,,,Proxy certificate rencwed,
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= You will be prompted with a few options, please select the third option for saving your certificate
= You will be prompted for you CAC PIN, it will say <look at picture>
= Depending on your previous connections, you may not be prompted for a PIN

= You should now be on a Gaea or Analysis node
= X11 Forwarding is currently not working (we are working on it)

How to install Tectia Client on my personal Windows computer

Instructions are being developed here (http://wiki.gfdl.noaa.gov/index.php/Tectia Windows Quick Guide Installation) . All users who
need a license will need to open a Service Request at https://servicedesk.gfdl.noaa.gov/WorkOrder.do?req Template=8402&.

Known Issues

= Remote access when host is CAC enforced must be the following:
= ssh First.Last@ssh.gfdl.noaa.gov (w/ RSA) -> ssh publicl (username/password) -> ssh workstation (no authentication
required)
= Users cannot go from ssh directly to their workstation
= VNC does not work with CAC enforced workstations. The work around is to use VNC with publicl or public2, then
terminal to your workstation as needed.(CAC is currently not enforced on any GFDL workstation)

= X11 Forwarding is not working with CAC via sshg3 connections to R&D HPCS bastions

= Dept. of Interior PIV cards are not yet supported

= Newly issued CACs will not automatically work. The Technical Services team needs to be made aware of new CACs so we can
update our databases.

= (Qccasionally unlock takes more than one attempt, even with correct pin on Linux hosts

= Password change notification can be too quick for reading when on Linux host.

Frequently Asked Questions
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How will role accounts work? Role accounts on the Linux workstations should be sudo type accounts at this point. All users would
login first as themselves then escalate to the role account. As an example, I run "dzdo su tier2" to become the tier2 user. I don't need a
password or a fob because I am in the sudoers file. I believe that on the HPC side, they have a mix. Some accounts are "sudo su fms"
which are based on a sudo membership list. Others have RSA tokens so a user can login with "ssh Oar.Gfdl. Tier2@analsysis". For those
type of accounts, nothing will change and you will keep the RSA token.

Will CAC work on a Mac Cac will not work with Mac yet. If you have a Mac at home and need to connect remotely, you will keep
your RSA token until a Mac solution is put into place.

If a user loses their CAC, will there some temporary means of granting access to GFDL computers until a replacement CAC can
be generated. We will provide secondary credentials on a case by case basis. For the most part, this should not be a problem. For cases
where the CAC is getting frequently forgotten or lost, there may be some sort of delay in credential issuance.

How can I log into multiple machines with a CAC You can log into your GFE device and connect to an R&D HPC System all in the
same session. You cannot log into a GFE laptop and a GFE workstation with your CAC. Users who must use their CAC on both are
encouraged to log into their laptop then push share their screen with the workstation monitors. From there, the user can drive their
session from their laptop and log into all the needed devices, their workstation and R&D HPC Systems.
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