Remote Access via CAC

From GFDL

There are several ways to access GFDL remotely. With our move to CAC, some of standard connection methods will be slightly different when compared to RSA. If you
have any questions on the documentation or CAC in general, please open a help desk ticket or contact Operations.
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Tectia Linux Client Configuration (Goverment)
Tectia Configuration Tool

From a terminal window run the following command: ssh-tectia-configuration
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File Edit View Search Terminal Help

Garrett. Powergops04: gwp= ssh-tectia-configuration I -

Configure Smart Card Reader

1. Click on Key Providers

= General

i Default Connection
Proxy Rules

L ogging Configure providers of external keys and certificates used in user authentication.

~Clients PKCS#11
- Zonnection Profiles

=-User Authentication Dynamic library Slots

K eys and Certificates

ey Providers

--Server Authentication

Host Keys

CA Certificates

~LDAP Servers Add. || Delete
- CRL Prefetch

- Automatic Tunnels

b= | !.' oK H Apply H Cant

2. Click on Add and enter the following under Dynamic Library field:

/ust/share/centrifydc/lib64/coolkey/gecd/libcoolkeypk11.so
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Drynamic library ’Iib64f’cooll<eya’gcc#libcoolkeypm1.50” Browse...
Slots

o Al

Select

QK H Cancel

3. Click Apply

= General

i Default Connection ‘
~Praxy Rules
~Logging Configure providers of external keys and certificates used in user authentication.

Clients PKCS#11
= C_onnection Profiles

~GFOL Dynarmic library Slots

=-User Authentication {usrishareicentrifydc/libE4/coolkeyigocdipkes1 1/ibcoolkeypk 11,50 all
K eys and Certificates

¢ Providers
--Zerver Authentication
~Host Keys
-CA Certificates Add.. || Delete
~LDAP Servers

“CRL Prefetch
- Automatic Tunnels

> ‘u' 0K H Apply H Cancel

Create SSH Profile

1. Click on Connection Profiles
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--General

-Default Connection

~Proxy Rules

~Logging

~Clients

& Connection Profiles

--lUser Authentication

~Keys and Certificates

“Key Providers

--S3erver Authentication

~Host Keys

~CA Certfficates

~-LDAP Servers
~CRL Prefetch

- Automatic Tunnels

2. Click on Add Profile
3. Set the following settings on the Connection tab:
1. Profile -> Profile name: GFDL
2. Host -> Host name: ssh-cac.gfdl.noaa.gov
3. Host -> Port number: 22 (leave the default)
4. Advanced -> Compression: zlib

Edit the user profile by selecting the specific profile name from the tree.

Use the buttons below to add, rename and delete profiles

Add profile...| | Add folder...

oK

H Apply H Cant
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9 Tectia Connections Configuration E-

--General
- Default ©onnection Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

f;‘;gnzu'es Configure basic settings for the connection. New settings will take effect upon next login.
Clients —Praofile
--Connection Profiles

Profile name [GFDL

[
—-1Jser Authentication

~Keys and Certificates ~Host

K ey Providers - :
* Server Authentication Haost name [ssh cac.gfdl.noaa.gov Port number | 22

~Host Keys

-CA Certificates rUser Name

LDAP Servers @ Use current user name

“CRL Prefetch .
- Automatic Tunnels ) Specify user name

) Use the Default Connection's user name

~Advanced
Compression [zlib
Tunnel using profile [<N0ne>
~Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

~Groups

Profile does not belong to any groups. Edit group

Test con
| Add profile...| | Add folder.. E

TECTIA o J[ ey ]

4. Click Apply

X11 Forwarding

Set the following settings on the Tunneling tab:

1. Forwarding Options -> Use Defaults: Deselect
2. Forwarding Options -> Tunnel X11 connections: Select
3. Forwarding Options -> Allow Agent Forwarding: Leave Selected
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¥ Tectia Connections Configuration

Default Connection

--General :
: [ Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

me\{r Rules ~Forwarding Options

Logging

Clients [ Use Defaults
?"CSOH Jrories [®: Tunnel %11 connections:
--User Authentication (%] Allow Agent Forwarding

Keys and Certificates

Key Providers Local tunnels | Rermote tunnels

--Server Authentication
Host Keys Listen port |Dest host |Dest port |AIIOw local connections only |Type |

CA Certificates
LDAP Servers

CRL Prefetch

- Automatic Tunnels

| Add. || Edit. || Delete |

| Add profile..| | Add folder..

Test connectiol

[ Wove... H Delete

TECTIA

QK ” Apply ” Cant

GFDL Proxy (Mayflower) Tunnel

1. Click on the Tunneling tab.
2. Click on Add
1. Enter 3128 port in Listen port field.
2. Enter mayflower.gfdl.noaa.gov in Destination host field.
3. Enter 3128 port in Destination port field.
4. Click on OK.

3. Click on Apply.
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+ Tectia Connections Configuration

—-General -
i Default Connection Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling
"PmXY Rules Forwarding Options
-Logging
- Clients Use Defaults
--Connection Profiles )
- Analysis ¥ Tunnel *11 connections
) | Allow Agent Forwarding
--lJser Authentication
Local t |
i~Keys and Certificates ocal tunnels | Remote tunnels |
~Key Providers Listen pof v Local T 1 x
--Server Althentication PO~ Local Tunne
“Host Keys "
-CA Certificates Type
-LOAP Servers :
“-CRL Prefetch Listenport {3123
- Automatic Tunnels .
¥ Allow local connections only
Cestination host mayflower.gfdl.noaa.gov
Destination port [3128I l
[ Ok H Cancel
Add. || Edit. || Delete |
Test connectiol
Add profile...| | Add folder... | Move.. || Delete
-y -r 1
. =1 i Y [ (0] H Apply ” Canc
Test SSH Connection

1. Switch back to the connection tab and click Test connection
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9 Tectia Connections Configuration .

--General
.- Default Connection Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

fgz);\‘irnzwes Configure basic settings for the cannection. New settings will take effect upon next login.
Clents ~Profile
--Zonnection Profiles
Beco Profie name [GFDL |
—-IUser Authentication
i Keys and Certificates ~Host
* Server Authentication Host name ’ssh cac.gfdl.noaa.gov Port number | 22
~Host Keys
-CA Certificates rUser Name
-LDAP Servers @ :lUse current user name:
~CRL Prefetch )
- Autamatic Tunnels ) Specify user name

) Use the Default Connection's user name

~Advanced
Compression IZ”b |']
Tunnel using profile [<N0ne> |v]
~Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

~Groups

Profile does not belong to any groups. Edit groups ...

Test connectiol

| Add profile..| | Add folder.. | Move.. || Delete

TECTIA ok [ apey || can

2. “Proceed with the connection and save the key for future use.”

© SSH Tectia -2 -0 x
Host key for the host "ssh-cac.gfdl.noaa.gow” not found from database.

The fingerprint of the host public key is:
Babble: "xecop-heran-digyc-gocyl-hiryu-lovih-nagoh-camyk-dafus-puzyfrizux"
RFC4716: "aB:32:1e:f3:12:73:03:5794:c0:51:0a:8497 5h:6e”

“ou can get a public key's fingerprint by running
% ssh-keygen-g3 -F publickey.pub
on the key file.

Please select how you want to proceed.

() Cancel the connection.
(2 Proceed with the connection but do not save the key.
® iProceed with the connection and save the key for future use.:

(o

3. Accept the policy banner
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:
This is a United States Gowvernment computer system which may be accessed
and used only for official Government business by authorized personnel
IUnauthorized access ar use of this computer system may subject violators to
criminal, civil, and/or administrative action. All information on this computer
system may be intercepted, recorded, read, copied, and disclosed by and to
authorized personnel for official purposes including criminal investigations.
Access or use of this computer system by any person whether authorized

or unauthorized caonstitutes consent to these terms.

4. Enter your CAC passphrase. You may see a single rectangle for all the characters you type, or you may see asterisks.

v . > - 0 =

Token label:
CHRISTENSEM. WY ILLIAMTHOMAS 15234

hanufacturer:
Passphrase for the private key

|

5. Hit OK once the connection is successfully tested

6 Testing connection to profile GFOL

Opening exclusive connection
Success

Requesting a shell an remote host
Success

Requesting a SFT connection
Failed: Cperation failed

6. Exit the utility

VNC Tunnel

Determine your VNC port

1. From a terminal window, connect to the SSH bastion by running the command: sshg3 GFDL

2. Connect to your workstation by running the commands, assuming your workstation is public2.gfdl.noaa.gov: ssh public2.gfdl.noaa.gov
3. Determine your port by running the command: vncid

4. Make note of the 4 or 5 digit number it outputted

Configure VNC Tunnel

1. Run the following command: ssh-tectia-configuration
2. In the left pane, switch to: Connection Profiles -> GFDL
3. Click on the Tunneling tab
4. Click on Add
1. Enter 5905 in Listen Port field.
2. Enter workstation where VNC is running in Destination host field. (e.g. public2.gfdl.noaa.gov)
3. Enter your aforementioned VNC port in Destination port field. (e.g. 25985)
4. Click on OK

5. Click on Apply
6. Exit the utility
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T Tectia Connections Configuration

--General

~Default Connection [ Connection | Authentication | Ciphers | MAGs | KEXs | Server | Proxy | Tunneling |

~Proxy Rules ~ Forwarding Options

~Logging

“Clients [[] Use Defaults
_CO (%] Tunnel %11 connections

-.User Authentication %] Allow Agent Forwarding
~Keys and Cerificates

+-Key Providers Localtunnels | Remote tunnels

—-Server Authentication

~Host Keys

[%] Allow local connections only

Destination hOSt[publicz.gfdl.noaa.gou

Destination port |25985I |

[ oK

H Cancel ]

Listen port | Dest host Dest port | Allow local connections only | Type
-CA Certificates Listen port | |Dest port | y | Type |
~LDAP Servers & N N
*~CRL Prefetch SOcalINRRS
- Automatic Tunnels
e (TP [
Listen port ’5905

| Add. || Edit. || Delete |

| Add profile...| | Add folder..

Test connectior

[ howve... ” Delete

TECTIA

I

014

” Apply H Canc

Tectia Linux Client Configuration (Personal)

Installation

Smart Card Reader Library

RedHat / CentOS

1. Open a terminal window
2. As root
1. yum install coolkey

Tectia SSH Client

Install Software

1. Obtain the Tectia SSH Client

2. Extract the Tectia SSH Client zip
3. Open a terminal window

4. As root
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1. cd /path/of/tectia_client_download
2. yum install ssh-tectia-*

r
[screen O: Garrett.Power@localhost:~] - o x

File Edit View 5earch Terminal Help

sudo su -

[sudo] password for Garrett.Power:

Last login: Thu Sep 15 04:13:02 EDT 2016 on pts/0

[root@localhost ~]#

[root@localhost ~]#

[root@localhost ~]# cd /home/Garrett.Power/Downloads/tectia-client-6.4.13.36-11in
ux-x86_64-comm/

[root@localhost tectia-client-6.4.13.36-1inux-x86 64-comm]#

[root@localhost tectia-client-6.4.13.36-1inux-x86 64-comm]#

[root@localhost tectia-client-6.4.13.36-1inux-x86 64-comm]# yum install ssh-tect
ia_:i:

Loaded plugins: fastestmirror, langpacks

Examining ssh-tectia-client-6.4.13.36-1inux-x86_64.rpm: ssh-tectia-client-6.4.13
-36.x86 64

Marking ssh-tectia-client-6.4.13.36-1inux-x86 64.rpm to be installed

Examining ssh-tectia-common-6.4.13.36-1inux-x86_64.rpm: ssh-tectia-common-6.4.13
-36.x86_64

Marking ssh-tectia-common-6.4.13.36-1inux-x86 64.rpm to be installed

Examining ssh-tectia-guisupport-6.4.13.36-1inux-x86 64.rpm: ssh-tectia-guisuppor
t-6.4.13-36.x86_64

Marking ssh-tectia-guisupport-6.4.13.36-1inux-x86 64.rpm to be installed
Resolving Dependencies

--= Running transaction check

---> Package ssh-tectia-client.x86 64 0:6.4.13-36 will be installed

---= Package ssh-tectia-common.x86 64 0:6.4.13-36 will be installed

---= Package ssh-tectia-guisupport.x86_64 0:6.4.13-36 will be installed

--= Finished Dependency Resclution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
ssh-tectia-client

x86_64 6.4.13-36 /ssh-tectia-client-5.4.13.36-1inux-x86_64 8.1 M
ssh-tectia-common

x86_64 6.4.13-36 /ssh-tectia-common-6.4.13.36-1inux-x86_64 64 M

ssh-tectia-quisupport
%x86_64 6.4.13-36 /ssh-tectia-guisupport-6.4.13.36-Tinux-x86_64 17 M

Transaction Summary

Install 3 Packages

Total size: 90 M

Installed size: 90 M

Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Installing : ssh-tectia-common-6.4.13-36.x86 64 1/3
Installing : ssh-tectia-client-6.4.13-36.x86 64 2/3
Installing : ssh-tectia-guisupport-6.4.13-36.x86 64 3/3
Verifying : ssh-tectia-guisupport-6.4.13-36.x86_64 1/3
Verifying : ssh-tectia-client-6.4.13-36.x86 64 2/3
Verifying : ssh-tectia-common-6.4.13-36.x86_64 3/3
Installed:
ssh-tectia-client.x86_64 0:6.4.13-36 ssh-tectia-common.x86_64 0:6.4.13-36

ssh-tectia-guisupport.xB86_64 0:6.4.13-36

Complete!
[root@localhost tectia-client-6.4.13.36-1inux-x86 64-comm]#
[Garrett.Power@localhost ~]1% I

Install License

1. cd/path/to/tectia_client_download
2. cp stc64.dat/etc/ssh2/licenses/
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Tectia Configuration Tool

From a terminal window run the following command: ssh-tectia-configuration

File

Edit VWiew Search Terminal

Help

Garrett. Power@opsid: gup= ssh-tectia-configuration I

Configure Smart Card Reader

Before we can begin you need to have the libcoolkey package installed on your linux system.

1. Click on Key Providers

= General
iDefault Connection
Proxy Rules
--Logging
- Clients
- Zonnection Profiles
--lser Authentication
~Keys and Certificates
ey Providers
—-3erver Authentication
Host Keys
CA Certificates
~LDAP Servers
- CRL Prefetch
- Automatic Tunnels

Configure providers of external keys and certificates used in user authentication.

PKCS#11

Dynamic library

Slots

Add. || Delete

oK

H Apply H Cant
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2. Click on Add and enter the following under Dynamic Library field:

/usr/share/centrifydc/lib64/coolkey/gcc4/libcoolkeypk11.so
Crynamic library | fusrlibE4/pkes11/libcoolkeypkil.so
Slots
a Al

Select

QK H Cancel

3. Click Apply

= General
~Default Connection ‘
~Praoxy Rules

~Clients PKCS#11
- Zonnection Profiles

--lJser Authentication Dynaric library Slats

-Keys and Certificates fustlibBaipkes 1 1/ibcoolkeypk 11,50 all
bty Providers
—-Zerver Authentication
~Host Keys
~CA Certfficates
~LDAP Servers
“-CRL Prefetch
- Automatic Tunnels

Create SSH Profile

1. Click on Connection Profiles

~Logging Configure prowviders of external keys and certificates used in user authentication.

Add. || Delete

oK

H Apply H Cant
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--General

-Default Connection

~Proxy Rules

~Logging

~Clients

& Connection Profiles

--lUser Authentication

~Keys and Certificates

“Key Providers

--S3erver Authentication

~Host Keys

~CA Certfficates

~-LDAP Servers
~CRL Prefetch

- Automatic Tunnels

2. Click on Add Profile
3. Set the following settings on the Connection tab:
1. Profile -> Profile name: GFDL
2. Host -> Host name: ssh-cac.gfdl.noaa.gov
3. Host -> Port number: 22 (leave the default)
4. Advanced -> Compression: zlib

Edit the user profile by selecting the specific profile name from the tree.

Use the buttons below to add, rename and delete profiles

Add profile...| | Add folder...

oK

H Apply H Cant
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9 Tectia Connections Configuration E-

--General
- Default ©onnection Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

f;‘;gnzu'es Configure basic settings for the connection. New settings will take effect upon next login.
Clients —Praofile
--Connection Profiles

Profile name [GFDL

[
—-1Jser Authentication

~Keys and Certificates ~Host

K ey Providers - :
* Server Authentication Haost name [ssh cac.gfdl.noaa.gov Port number | 22

~Host Keys

-CA Certificates rUser Name

LDAP Servers @ Use current user name

“CRL Prefetch .
- Automatic Tunnels ) Specify user name

) Use the Default Connection's user name

~Advanced
Compression [zlib
Tunnel using profile [<N0ne>
~Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

~Groups

Profile does not belong to any groups. Edit group

Test con
| Add profile...| | Add folder.. E

TECTIA o J[ ey ]

4. Click Apply

X11 Forwarding

Set the following settings on the Tunneling tab:

1. Forwarding Options -> Use Defaults: Deselect
2. Forwarding Options -> Tunnel X11 connections: Select
3. Forwarding Options -> Allow Agent Forwarding: Leave Selected
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¥ Tectia Connections Configuration

Default Connection

--General :
: [ Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

me\{r Rules ~Forwarding Options

Logging

Clients [ Use Defaults
?"CSOH Jrories [®: Tunnel %11 connections:
--User Authentication (%] Allow Agent Forwarding

Keys and Certificates

Key Providers Local tunnels | Rermote tunnels

--Server Authentication
Host Keys Listen port |Dest host |Dest port |AIIOw local connections only |Type |

CA Certificates
LDAP Servers

CRL Prefetch

- Automatic Tunnels

| Add. || Edit. || Delete |

| Add profile..| | Add folder..

Test connectiol

[ Wove... H Delete

TECTIA

QK ” Apply ” Cant

GFDL Proxy (Mayflower) Tunnel

1. Click on the Tunneling tab.
2. Click on Add
1. Enter 3128 port in Listen port field.
2. Enter mayflower.gfdl.noaa.gov in Destination host field.
3. Enter 3128 port in Destination port field.
4. Click on OK.

3. Click on Apply.
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+ Tectia Connections Configuration

—-General -
i Default Connection Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling
"PmXY Rules Forwarding Options
-Logging
- Clients Use Defaults
--Connection Profiles )
- Analysis ¥ Tunnel *11 connections
) | Allow Agent Forwarding
--lJser Authentication
Local t |
-Keys and Certficates ocal tunnels | Remote tunnels ]
~Key Providers Listen pof v Local T 1 x
--Server Althentication PO~ Local Tunne
“Host Keys "
-CA Certificates Tt
-LOAP Servers :
“-CRL Prefetch Listenport {3123
- Automatic Tunnels .
¥ Allow local connections only
Cestination host mayflower.gfdl.noaa.gov
Destination port [3128I l
[ Ok H Cancel
Add. || Edit. || Delete |
Test connectiol
Add profile...| | Add folder... | Move.. || Delete
-y -r 1
. =1 i Y [ (0] H Apply ” Canc
Test SSH Connection

1. Switch back to the connection tab and click Test connection
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9 Tectia Connections Configuration .

--General
.- Default Connection Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

fgz);\‘irnzwes Configure basic settings for the cannection. New settings will take effect upon next login.
Clents ~Profile
--Zonnection Profiles
Beco Profie name [GFDL |
—-IUser Authentication
i Keys and Certificates ~Host
* Server Authentication Host name ’ssh cac.gfdl.noaa.gov Port number | 22
~Host Keys
-CA Certificates rUser Name
-LDAP Servers @ :lUse current user name:
~CRL Prefetch )
- Autamatic Tunnels ) Specify user name

) Use the Default Connection's user name

~Advanced
Compression IZ”b |']
Tunnel using profile [<N0ne> |v]
~Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

~Groups

Profile does not belong to any groups. Edit groups ...

Test connectiol

| Add profile..| | Add folder.. | Move.. || Delete

TECTIA ok [ apey || can

2. “Proceed with the connection and save the key for future use.”

© SSH Tectia -2 -0 x
Host key for the host "ssh-cac.gfdl.noaa.gow” not found from database.

The fingerprint of the host public key is:
Babble: "xecop-heran-digyc-gocyl-hiryu-lovih-nagoh-camyk-dafus-puzyfrizux"
RFC4716: "aB:32:1e:f3:12:73:03:5794:c0:51:0a:8497 5h:6e”

“ou can get a public key's fingerprint by running
% ssh-keygen-g3 -F publickey.pub
on the key file.

Please select how you want to proceed.

() Cancel the connection.
(2 Proceed with the connection but do not save the key.
® iProceed with the connection and save the key for future use.:

(o

3. Accept the policy banner
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:
This is a United States Gowvernment computer system which may be accessed
and used only for official Government business by authorized personnel
IUnauthorized access ar use of this computer system may subject violators to
criminal, civil, and/or administrative action. All information on this computer
system may be intercepted, recorded, read, copied, and disclosed by and to
authorized personnel for official purposes including criminal investigations.
Access or use of this computer system by any person whether authorized

or unauthorized caonstitutes consent to these terms.

4. Enter your CAC passphrase. You may see a single rectangle for all the characters you type, or you may see asterisks.

v . > - 0 =

Token label:
CHRISTENSEM. WY ILLIAMTHOMAS 15234

hanufacturer:
Passphrase for the private key

|

5. Hit OK once the connection is successfully tested

6 Testing connection to profile GFOL

Opening exclusive connection
Success

Requesting a shell an remote host
Success

Requesting a SFT connection
Failed: Cperation failed

6. Exit the utility

VNC Tunnel

Determine your VNC port

1. From a terminal window, connect to the SSH bastion by running the command: sshg3 GFDL

2. Connect to your workstation by running the commands, assuming your workstation is public2.gfdl.noaa.gov: ssh public2.gfdl.noaa.gov
3. Determine your port by running the command: vncid

4. Make note of the 4 or 5 digit number it outputted

Configure VNC Tunnel

1. Run the following command: ssh-tectia-configuration
2. In the left pane, switch to: Connection Profiles -> GFDL
3. Click on the Tunneling tab
4. Click on Add
1. Enter 5905 in Listen Port field.
2. Enter workstation where VNC is running in Destination host field. (e.g. public2.gfdl.noaa.gov)
3. Enter your aforementioned VNC port in Destination port field. (e.g. 25985)
4. Click on OK

5. Click on Apply
6. Exit the utility
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T Tectia Connections Configuration

--General
~Default Connection

--Connection Profiles
S GFDL
—-IUser Authentication

[ Connection | Authentication | Ciphers | MACs | KEXs | Server | Proxy | Tunneling |

~Proxy Rules ~ Forwarding Options
~Logging
Clients [ Use Defaults

[%] Tunnel %11 connections

%] Allow Agent Forwarding

~Keys and Certificates
K ey Providers
--3erver Authentication
Host Keys

~CA Cerfficates
~LDAP Servers

Local tunnels Remote tunnels

|Listen port |Dest host

|Dest port |Allowlocal connections only |Type |

“-CRL Prefetch : g7 -0 X
- Automatic Tunnels
Listen port [5905 l

[%] Allow local connections only

Destination hOSt[publicz.gfdl.noaa.gou l

Destination port |25985I |

’ Ok H Cancel l
| Add. || Edit. || Delete |
Test connectior
| Add profile...| | Add folder.. | Move.. || Delete
"';-: | |.'.'. [ ok [ appy ][ canc

Windows

Tectia Windows Client Configuration

Installation

Tectia SSH Client

1. Given the “Client Installation Package” with Tectia Client 6.4.10.264, unzip the compressed folder

2. Locate the Windows Installer file ssh-tectia-client-6.4.10.264-windows.msi

3. Double-click the installation file, and the installation wizard will start

4. Select Complete Installation

5. Complete all required configuration information through completing the Installation Wizard

6. Once installation is complete, you will be required to restart your system. If you are not prompted to restart, please restart anyway.

ActivClient

1. Locate the “Active Identity Active Client” installation file (Setup.exe)
2. Double-click the installation file, and the installation wizard will start
1. Select Custom Installation, Next
2. Select to install: US Department of Defense feature
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RIm= ApplicationTools  aCactivclientdisk 70225 = O

Home Share View Manage v ﬂ

@ - 4 ,H <« ac.ac.. b acactivclient.disk_... v O Search ac.activclient.disk_7.0... 0@
* Favorites 1 Mame - Date modified Type
B Desktop .H Admin 8/16/2016 11:17 AM  File folder
|]. Downloads || Documentation 8/16/2016 11:17 AM  File folder
ﬁ Recent places ,H Extra 8/16/2016 11:17 AM  File folder
| Product 8/16/2016 11:17 AM  File folder
18 This PC | UPDATES 4/13/2015 212 PM File folder
ﬂ Setup 2/19/201312:42PM  Application
?! Metwork

Custom Setup

Select the program features you want installed. ACTI V®E.‘N¢LIH

Click on an icon in the list below to change how a feature is installed.

User Console - Fea.t.re Description .

PIN Initialization Tool ActivClient configuration for US
Department of Defense Common

Troubleshooting - o

Auto-Update Service

Card auto-update service

! epartment o - This feature requires 3B on

Configuration Managemen your hard drive.

Online Help

v
£
Install to:
C:\Program Files\ActivIdentity \ActivClient,

£
1 item selected 173 KB

6 items

InstallShield
Lotk [ s [

3. Continue with the rest of the installation steps

Configuration

Run Tectia SSH Terminal

1. Click on Start
2. In the search type in Tectia
3. Click on Tectia - SSH Terminal

Programs (3)
®) Tectia - 5SH Terminal

@ Tectia - Secure File Transfer Location: ssh-client-g3 (C:\Program Files (x86)455H Cornmunications
(T) Tectia Connection Broker Security\55H Tectia\55H Tectia Client)

P See more results

[ Tectia
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Create a Profile

1. In the Tectia - SSH Terminal window click on Profiles

File Edit View Window Help
HEeR B hine- | BE| o
3 Quick Connet' [ Profiles I

Tectia - 55H Terminal
Copyright (c) 2000-201é
http://www.ssh.com/

Licensed toc Commercial Customer, N/A

Mot connected - press Enter or Space to conne

2. Click on Add Profile

| Fle Edt view window Heb
HeRED has 8 e6 @é e

[3 Quick Connect

Tectia - 35H Ter
Copyright (z) 20
http://www.33h.ct

Licensed toc Commercial Customer, N/R

Add a new profile

3. Fill in the following fields:
1. Profile name: GFDL
2. Host name: ssh-cac.gfdl.noaa.gov
3. Port number: 22
4. User Name
1. Check Specify user name
2. Enter your First.Last
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5. Compression: zlib
6. Click Apply

I T Tectia Cannections Configuratiol

- General
Default Connection Connection | Authentication | Ciphers | MACs | KEXs I Server | Proxy | Tunneling | Windows | Color 4 |[»

Configure basic settings for the connection. New settings will take effect upon next login.
Profile

Profile name GFDL

~Keys and Certificates Host

Key Providers Hostname  ssh-cac.gfdl.noaa.gov Portnumber 22

User Name

(C) Use current user name

... Automatic Tunnels Spedify user name First.Last

() Use the Default Connection's user name

Advanced

Compression Ezﬁb

Tunnel using profile [<None>

Usage
This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

Groups

Profile does not belong to any groups. Edit groups ...

[Test mnnection] [Creabe Shorhcl..lt]

.ﬂ\ddpmﬁle...] [Addfolder... [ Move... ][ Delete ]

TEtT'n oK ][ Apply ][ Cancel ][ Help

Configuring Smart Card Reader

1. Click on Key Providers on the left hand side.
2. Check Enable Microsoft Crypto API
3. Click Apply
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[ oo Comecin OO

-General

i-Diefault Connection Key Providers

Configure providers of external keys and certificates used in user authentication.

Microsoft Crypto APL
I Enable Microsoft Crypto AP

PKCS#11

Dynamic library ~ Slots

- Automatic Tunnels

TECTIA

X11 Forwarding

1. Click on the Tunneling tab

2. Uncheck Use Defaults

3. Check Tunnel X11 connections
4. Click Apply
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T Tectia Connections Configurat (o L= e S

=-General
- Default Connection | Connection | Authentication | Ciphers I MACs | KEXs | Server | Prox Tunneling indows Color 4| »

Forwardinﬁ Optigns
[F] use Defaults

User Authentication Allow Agent Forwarding
Keys and Certificates

Key Providers Local tunnels Remote tunnels

[=-Server Authentication

Listen port Desthost Destport  Allow local connections only  Type

- Automatic Tunnels

Add.. || Edt. |[ Deete |

[Test connection] [Creahe Shorhcl..lt]

Add proﬁle...] [Add folder... [ Move... ] [ Delete ]

TGCT|R Apply ][ Cancel ][ Help

Tunnels

VNC

1. Click on the Tunneling tab
2. Click on Add
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-General
i-Diefault Connection
Proxy Rules

| Connection I Authentication I Ciphers I MACs I KEXs I Server I Prox

Forwarding Options

Tunneling indows | Color 4/[*

[ Use Defaults

unnel X11 connecﬁons;
E-User Authentication
i-Keys and Certificates
Key Prowde.m ) Local tunnels Remote tunnels
[=]-Server Authentication
Host Ke?s Listen port Desthost Destport Allow local connections only
CA Certificates
LDAP Servers
CRL Prefetch
- Automatic Tunnels

Allow Agent Forwarding

Type

Edt.. |[ Deete |

[Test connecﬁon] [Create Shortcut]

Add profile.... | [ Add folder..

TECTIA o) [ oot

[ Move... ][ Delete ]

][ Cancel ][ Help

3. Enter VNC port in Listen Port field. (e.g. 5905)

1. Enter workstation where VNC is running in Destination host ficld. (e.g. public2.gfdl.noaa.gov)
2. Enter VNC port in Destination port field. (e.g. 25985)
3. Click on OK

4. Click on Apply
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E1-General
- Default Connection

-Keys and Certificates

--Key Providers

- Automatic Tunnels

| Connection I Authentication I Ciphers I MACS I KEXs I Server I Proxy | Tunneling Windows | Color ¥ || ¥

Forwarding Options
[ Use Defaults
Tunnel X11 connections

Allow Agent Forwarding

Local tunnels Remote tunnels

r
{T} Local Tunnel

P

Listen port 5905

Allow local connections only

IDesﬁnation host public2. gfdl.noaa.gov

IDesﬁnatiorl port 2598 5|

Add...

| [ Edt. ][ Deete |

add profile.... | | Add folder..

TECTIA

[Test connecﬁon] [Create Shortu.lt]

[ Move... ][ Delete ]

OK

J

Apply ] [ Cancel ] [ Help ]

Mayflower

1. Click on the Tunneling tab.
2. Click on Add

1. Enter 3128 port in Listen port field.

2. Enter mayflower.gfdl.noaa.gov in Destination host field.
3. Enter 3128 port in Destination port field.

4. Click on OK.
3. Click on Apply.
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-B actia Conm

-General
Default Connection

| Connection I Authentication I Ciphers I MACS I KEXs I Server I Proxy | Tunneling | Windows | Color ¥ || ¥
Forwarding Options

[ Use Defaults

Tunnel X11 connections

er Authentication
Keys and Certificates
Key Providers

Local tunnels Remote tunnels
[=]-Server Authentication

Allow Agent Forwarding

-_'ij' Local Tunnel -~

- Automatic Tunnels

e

Listen port

3128

Allow local connections only

Destination host mayflower.gfdl.noaa.gov I

l Destination port " oo

Add.. || Edt. |[ Deete |

[Test connecﬁon] [Create Shortcut]

Add profile... | | Add folder..

TECTIA o] |
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Test SSH Connection

1. Switch back to th connection tab and click Test connection
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7 Tecta Connecions Ca

=-General
- Default Connection Connection

uthentication | Ciphers I MACs | KEXs | Server | Proxy | Tunneling | Windows | Color ¥ ||»

Configure basic settings for the connection. New settings will take effect upon next login.
Profile

Profile name GFDL

User Authentication
Keys and Certificates Host
Key Providers

[=-Server Authentication

Hostname  ssh-cac.gfdl.noaa.gov Portnumber 22

User Mame

':' Use current user name

.. Automatic Tunnels @ Spedfy user name First.Last

() Use the Default Connection's user name

Advanced

Compression [zlib - ]
Tunnel using profile [<None> - ]
Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

Groups

Profile does not belong to any groups. Edit groups ...

Create Shorhcl..lt]

Delete

Test connection]

Add profile.... | [ Add folder.

TecT | q OK ] [ Apply ] [ Cancel ] [ Help ]

2. Select "Proceed with the connection and save the key for future use."

i Y
T} SSH Tectia IR

Host key for the host "ssh-cac.gfdl.noaa.gov™ not found from database.

The fingerprint of the host public key is:
Babble: “xecop-beran-digyc-gocyl-hiryv-ovih-nagoh-camyk-dafus-puzy f-risux”™
RFC4716: "a8:32: 1e:f3:12:73:03:5f:94:c0:51:03:84:97: 5b:6e”

‘fou can get a public key's fingerprint by running
%% ssh-keygen-g3 F publickey. pub
on the key file.

Flease select how you want to proceed.

() Cancel the connection.

(") Proceed with the connection but do not save the key.
Proceed with the connection and save the key for future use. I

3. Accept the policy banner by pressing OK

F - B

7} SSH Tectia (B e
e

This server is running on an evaluation license.

It will expire after 8 days.

This is a United States Government computer system which may be accessed

and used only for offidal Government business by authorized personnel

Unauthorized access or use of this computer system may subject violators to

criminal, civil, and/or administrative action. All information on this computer

system may be intercepted, recorded, read, copied, and disdosed by and to

authorized personnel for official purposes induding criminal investigations.

Access or use of this computer system by any person whether authorized

or unauthorized constitutes consent to these terms.
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4. Enter your CAC passphrase and press OK. (You maybe see a single rectangle for all the characters you type, or you may see asterisks.)

i Y
ActivClient Login @lﬂ

Actividentity

ActivClient

Please enter your PIN.

PIN I | I
|

[ o 1]

Cancel

5. Press OK once the connection is successfully tested.

r Y
T} Tectia Connecticns Configuration u

e

Testing connection to profile GFOL
ar

Opening exclusive connection
Success

Requesting a shell on remote host |
Success

Requesting a 5FT connection
Failed: Operation failed

6. Press OK to exit the utility.

[~ Tects Comecions Conf

[)-General
Default Connection Connection | Authentication I Ciphers I MACS I KEXs I Server I Proxy I Tunneling I Windows I Color 4 ||»

Configure basic settings for the connection. New settings will take effect upon next login.
Profile

Profie name GFDL
Host
Hostname  ssh-cac.gfdl.noaa.gov Port number 22

User Name

':' Use current user name

.. Automatic Tunnels @ Specify user name First.Last

() Use the Default Connection's user name

Advanced

Compression [ziib - ]
Tunnel using profile [ <Mone> - ]
Usage

This profile is not used in any automatic tunnels, transparent tunnels or nested tunnels.

Groups

Profile does not belong to any groups, Edit groups ...

[Test connecﬁon] [Create Shortu.lt]

add profile.... | | Add folder.. [ move.. |[ Deee |

TECTIA [ oc | romy ) [ conee ][ e ]

ﬁ
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Usage
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